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In the wake of the terrorist attacks of September 11th, 2001, the government of the United States of America introduced new policies designed to restrain the availability of sensitive data from the World Wide Web to the general public. The policies were introduced with the specific intention of safeguarding the public at large. In parallel, many new databases emerged on the internet, further complicating the security of the public. Unlike the sensitive data, these new databases do not contain information on nuclear waste, vulnerabilities to terrorist attacks, etc., yet they pose a similar risk, and present an unprecedented opportunity for exploitation by terrorist groups, and/or organized crime. This paper evaluates the effectiveness of the government-imposed censorship initiative, evaluates new threats, and identifies vulnerabilities posed by the newly available databases.

It is often said of the terrorist attacks on September 11th, 2001, that they "changed everything”. Indeed, airport security underwent rapid transformation, foreign policy quickly focused on political Islamism (as distinct from the religion of Islam, practiced by Muslims the world over), and the nation went to war. Domestically, efforts to "lock down" access to information that could be employed against the United States of America, by terrorists became policy.

In the next six weeks, measures were ordered, to remove from the World Wide Web, access to files that might "compromise" the national security of the United States.
 Reports with titles such "Report on Chemical Terrorism" by the Centers for Disease Control and Prevention, detailing "industry's shortcomings in preparing for a possible terrorist attack" were quickly removed.
 The Federation of American Scientists "voluntarily" removed "diagrams and photos of US intelligence facilities" which included "maps and floor plans".
 A summation of known agencies that pulled information of a sensitive nature, either voluntarily or were pressured to do so includes: the Environmental Protection Agency, the Department of Health and Human Services, the Office of Pipeline Safety (part of the Department of Transportation), the National Imagery and Mapping Agency, and the Geographic Information Services.

[image: image1.png]INDUSTRIAL CHEMICALS AND

3 / TERRORISM:
TS D R C HUMAN HEALTH THREAT
“ \ ANALYSIS, MITIGATION AND

PREVENTION





Public report that became classified and removed from public view, after September 11th
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FAS website offering floorplans, maps, and imagery of intelligence community buildings, prior to September 11
For weeks after the sensitive documents were removed from the agency websites, the material continued to circulate online. Google, as well as other major internet search engines, continued to provide "cached" views of the removed documents. A cached view is a link in the search results, next to the main link, which shows a "snapshot" of what the search engine indexer copied sometime in the past. In addition, two other web archive caches, the "Wayback Machine" and "archive.org" also continued to display sensitive content no longer generally available on the World Wide Web. Eventually the content was also removed from these internet cache archives as well.
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Wayback Machine, that displays archived copies of Internet webpages
Public libraries across the United States were specifically targeted for physical intervention. The Government Printing Office instructed libraries to "remove and destroy" numerous documents, and even entire archives of material. Targeted for destruction were paper archives, microfilm, and electronic copies of sensitive reports, on CD-ROM and DVD-ROM. Of particular interest were reports on "reservoirs and dams prepared by the United States Geological Survey".
 The orders were directed to "hundreds of university and public libraries" across the United States of America. It can reasonably be assumed that destruction orders were not restricted to archives produced by the United States Geological Survey.

Concerns that a terrorist group might acquire a weapon of mass destruction and use it in an attack have been a fear for years. Aum Shrinryko used sarin nerve gas to attack Matsumoto in June 1994 and Tokyo in March 1995. Aum Shrinryko also employed a chemical weapon against a US military base in Japan. The attack failed to kill or injure anyone, but it also failed to be noticed by the military at the time.
 A live dirty bomb (radiological weapon) was left in Izmaylovsky Park, and disarmed before it exploded, in Moscow, in November 1995.

The cited examples are among the better known terrorist attacks involving a weapon of mass destruction. The Aum Shrinryko attacks are said to have made quite an impression on Al Qaeda, which, in 2003, appears to have commissioned a fatwa permitting the use of weapons of mass destruction against civilians.

The United States government censorship directives following the terrorist attacks of September 11, 2001 were hardly unprecedented, even if dramatic and far-reaching. The United States government has censored unclassified materials before. In 1977, John Aristotle Phillips, an undergraduate student from Princeton University, completed his thesis paper nuclear weapons. The paper was researched entirely with open source materials, that is, resources available to the general public. The project began with Robert Serber's. "The Los Alamos Primer: The First Lectures on How To Build an Atomic Bomb".
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Undergraduate John Aristotle Phillips wrote paper that became classified
on designing a nuclear weapon, from open source intelligence

"Knowing little about explosives", Phillips telephoned "the DuPont Company for help. When he asked the chemical explosives division what materials would be useful for compressing high-density metals, a DuPont engineer told him the exact type that the company had sold the US government for use in nuclear weapons".

The thesis paper, titled "An Assessment of the Problems and Possibilities Confronting a Terrorist Group or Non-nuclear Nation Attempting to Design a Crude Pu239 Fission Bomb" became classified by the Department of Defense. The design was for a ten kiloton weapon approximately the size of a beach ball, easily transportable and costing $2,000.

Efforts have been by government officials to portray the design as inadequate to actually work. Since the paper is classified, it is impossible to independently assess its accuracy. However, is clear that Freeman Dyson, Phillips' thesis advisor and former nuclear weapons scientist
 was sufficiently disturbed by the content of the paper. So, apparently, was the Department of Defense.

Phillips approached his paper in a way similar to a terrorist intending to actually construct a nuclear weapon. The following section considers the availability of open source intelligence on weapons of mass destruction.

ABC News identified the University of Wisconsin-Madison and twenty-five other colleges in a 2005 report on security lapses at university nuclear labs. The news report suggested it found "unmanned guard booths, a guard who appeared to be asleep, unlocked doors and guided tours provided easy access to control rooms and reactor pools that hold radioactive fuel". According to the University of Wisconsin-Madison, its guards were paid $10.50 hourly, and permitted unauthorized access to some parts of the facilities, without so much as a background check.
 The University of Wisconsin-Madison and five other universities use weapons-grade uranium in their nuclear reactors.

For the present report, North American universities with nuclear reactors (or just nuclear laboratories) were reviewed online, to assess what information might be obtained by organized crime interested in selling the material or terrorist organizations interested in retrieving nuclear materials for use in a weapon of mass destruction. First, a list of target universities was easily found from the Nuclear Energy Institute, which published a list of sixty universities with nuclear programs, sorted by region, across the North America, including Puerto Rico.

A detailed investigation of the websites of the targeted universities revealed a cornucopia of information, of very high value to organized crime or a motivated terrorist organization. A number of universities provided not merely a map to the nuclear engineering or nuclear physics department, but detailed instructions for gaining access to the control room of a university nuclear reactor.
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Lists of universities with nuclear research facilities in the United States
Yale University's website explains that the control room is "a 10-minute drive" from the Tweed-New Haven Airport, and how to reach a taxi for "approximately $15-$18 per trip (not per person)". The website then guides the visitor straight to the control room: "Take Exit 3 and stay in the middle lane and continue straight through the traffic light onto Trumbull Street. Continue on Trumbull Street to the first traffic light after the exit and take a right onto Whitney Avenue. At the second traffic light on Whitney Avenue (at the intersection of Humphrey and Whitney) take a left into the parking lot for 260/272 Whitney Avenue. WNSL is in the upper right hand corner of the parking lot. It is a building without windows. Come in the blue doors on the left at the Parking Lot level. The Control Room is straight down the corridor on your left."
 Unfortunately, Yale University is not alone in explicitly guiding unqualified visitors to the nuclear reactor's control room. Ohio State University even provides a full-color map to the reactor building.
 McMaster University still offers guided tours, requiring only "some form of valid identification with a picture (driver’s license, student card, health card, passport, etc.) must be presented for viewing before the tour is started."
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Map to the Nuclear Reactor at Ohio State University
The infamous computer hacker Kevin Mitnick, who successfully gained access into the FBI, Pentagon, IBM, et al's computer networks reports in his book "The Art of Deception" that the easiest entry point into the most secure of networks is always the human element.
 Put differently, Mitnick was able to persuade individuals with top secret clearance at the Pentagon and the FBI to grant him access to their systems, despite government-sponsored training to detect such individuals seeking unauthorized access.
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Kevin Mitnick’s book on social engineering
Returning to the university nuclear research programs, a review of the University of Cincinnati's nuclear program reveals a list of all of the enrolled students in the program, as well as their contact information. For a determined terrorist or member of organized crime, this list is absolute gold, for it is essentially a target list, much like Kevin Mitnick's victims of social engineering at the Pentagon and the FBI. Unlike the Pentagon and FBI staff, university students have not spent years awaiting a security clearance, or undergone regular training to detect hostile casing of the facilities. It is certainly not a stretch for a terrorist to initiate a romantic relationship with students from the Nuclear and Radiological Engineering program at the University of Cincinnati.
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University of Cincinnati partial list of current students in the nuclear engineering program
It is not so unusual for a university to publish its employee directory, of its esteemed professors, assistant professors, researchers, and staff members. They are considered an asset to the university, and of potentially great help in recruiting new students to study at the school. This practice, however, would not explain the reasoning behind the University of Cincinnati's including the personal addresses and home telephone numbers to members of the faculty in the Nuclear and Radiological Engineering program. The potential exploits in such personal information for organized crime or a terrorist group is almost unbounded.
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Home contact information on Nuclear Program’s director at University of Cincinnati
Many university nuclear programs posted varying levels of detail on the nuclear reactors and fuel contained there. Purdue University provides a "virtual tour" of the nuclear facility, including the control room.
 Purdue University even provides a webcam of the facility, updated 24x7 in a live feed. Most remarkable about the webcam, is that live video is shown of new facilities under construction. Even, without a detailed structural drawing of the building, monitoring the webcam provides anyone with privileged, intimate knowledge of the location, and any hurdles of interest.
 Purdue University even makes it known that the position of Nuclear Engineering "site specialist" is presently vacant.
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One of many virtual tours of the nuclear facilities available from the Purdue University website
Another area of concern of universities providing information of potentially great interest to terrorists is the alumni department. Lists of graduates, from every department, from decades ago to the present are readily available for the asking. In some cases, asking is not even necessary, just queries to the university alumni database will suffice. During an in-person visit to the University of Cincinnati Nuclear and Radiological Engineering, it became clear that the department posts photos of its graduates, with name and graduating class, on the corridors of the building. The use of alumni data could easily be put to malicious use by a terrorist group, employing social engineering to trick the unsuspecting or to recruit trained nuclear engineers to its cause.

The availability of student data, faculty data, and alumni data is then further complicated by the emergence of new online databases that provide greater details about an individual. ZabaSearch.com gives users free access to volumes of personal information, from past addresses, to phone numbers, and birthdays. Links from the site also offer social security numbers and copies of a driver’s license can also be purchased. Jigsaw.com offers users detailed information about employees at thousands of companies across the United States. The ability to engage in social engineering, with such intimate knowledge of a company's employees greatly increases the danger. The popular social networking sites Facebook.com, MySpace.com, and LinkedIn.com can inform a terrorist or member of organized crime about the personal likes, interests, and affiliations of people on their target list, retrieved from the university websites.
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In the years following the terrorist attacks of September 11, 2001, the internet has grown exponentially in size and content. Despite efforts by the United States government to censor information of interest to terrorist groups, sites on the World Wide Web are offering goods and materials of enormous interest to terrorist groups. Alibaba.com is an online e-commerce marketplace hosted in Colorado. Alibaba.com is registering approximately 3 million visits to its website every per month.
 Alibaba.com is geared towards wholesalers, who intend to purchase raw material or finished goods in bulk. Searching through the listings finds dealers from all over the world, selling gear appropriate for combat: military combat tactical battle vests ($159 each), steel machetes ($6.80, 500 piece minimum),
 GPS units (100 pieces or more),
 night vision binoculars (500 units minimum).
 Raw chemicals for explosive are easily available for export anywhere in the world, for the right price. Radium in varying grades can be imported, as well as Hydrazine Nitrate from India (in 240 kilogram drums), and Fulminic Acid from Pakistan.
 Ammonium Nitrate billed as "explosives grade" can be imported from Egypt, Russian Federation, Iran, Bulgaria, or Britain. Orders for explosives in bulk from Russia must be ordered in quantities of 500 tons or more, whereas British exporters will sell in 14.8 metric tons or more.
 Castor beans, a key ingredient in the deadly poison ricin, are available on Alibaba.com from Pakistan, Cameroon, Nigeria, Thailand, Syria, Indonesia, et al. Nigerian dealers will ship orders for castor beans at a cost of $820 per ton, minimum of 5 tons per shipment, in "70kg jute bags" and will provide "as much quantity that will be demanded".
 Detonators of every imaginable kind are for sale through Alibaba.com, from remote control, to manual, to remote control cars that can be detonated remotely. Even armored anti-riot vehicle from China and explosives transport vans can be exported.
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Chinese Explosives Transport Van available online     Castor beans available in bulk from Alibaba.com
[image: image16.png]Humectartt / Glycerin, 1,2-Propylene Glycol, -
Sorbitol chine

Glycerin
The glycerin s important material to make alkyd, polyurethane,
cellophane and detonator.

Guanazhou Hanalian Chernical Industry Co., Ltd. (84 company video

@ casuppier




Alibaba.com listing for chemical explosives shipping WITH the detonator
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Alibaba.com listing for machetes at $6.80 each, minimum order 500 pieces from China
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Alibaba.com listing for mobile phone jammers, of great interest to terrorists
Some environmentalists, seeking to protect the “right to know” from “attack” have distributed highly detailed GIS maps of inventories of toxic chemicals, in an effort to “inform the public”. Unfortunately, the very act of “informing the public” also informs organized crime and terrorist groups precisely where to locate hazardous chemicals. Other maps distributed on the World Wide Web include hazardous materials routes, taken by “HazMat” certified drivers, who are paid to safely transport the materials. The environmentalists distributing this data, are increasing the risk of terrorists using the information for chemical warfare.
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Environmentalist map (zoomable) of toxic chemicals across the United States
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Another environmentalist map, this one promising views of Hazardous Material Routes for free download
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Environmentalists disclosing sensitive data under the “right to know”
The present study raises several areas of great concern, especially coming seven years after the September 11, 2001 terrorist attacks. First, the present concentration of sensitive data on the internet is simply unprecedented. The vulnerabilities are many and highly layered. Just in the last few years, Al Qaeda has secured the religious authority it sought, through the fatwa on weapons of mass destruction. The motivation is clearly high within Al Qaeda, and it has a past history of pursuing these weapons. As the case of John Aristotle Phillips shows, it is possible for a determined and even lightly funded terrorist organization to design a functional nuclear weapon. Thirty-one years after Phillips had his paper classified; the potential is perhaps even greater, given the detailed information about university nuclear facilities on the internet. Through social engineering, a terrorist could gain access to the highly sought-after nuclear materials, even at a weapons grade level.

One scenario that could be realized, and highly dangerous, is a coordinated theft across the United States at university nuclear research facilities. Through surveillance, social engineering, tours, and studying the university web sites, a great potential exists for terrorists to determine the optimal time to strike. If such a coordinated theft took place in the late hours of the night or early morning, possibly during a holiday break time, it is possible that the theft would even be reported immediately. Al Qaeda has quite a history of coordinated attacks, from Oplan Bojinka, the US embassy bombings in Africa, and of course, the terrorist attacks on September 11, 2001. If a series of thefts were coordinated in this style, a sizeable heist of weapons grade material could certainly be taken.
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Al Qaeda’s highly coordinated Oplan Bojinka attack
The potential for terrorist organizations to acquire non-nuclear materials, such as detonators, chemicals for explosives, castor beans for use in deadly ricin poisons, etc has never been greater. Even lower level items of great interest to a terrorist, such as machetes, vehicles, and night vision binoculars is a threat to US National Security.

It has been seven years since the terrorist attacks of September 11, 2001. Censorship orders of October 2001. Much material has been removed from the internet, as well as public and university libraries. However, the internet has evolved greatly since then, and more material than ever seems to be available, of a sensitive nature. It is critical that censorship policies be reviewed, debated, and discussed, to accommodate evolutions in information availability that was not covered by the October 2001 censorship orders. The very fate of the United States and perhaps the world depends on this.
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