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How could a terrorist organization use nuclear weapons to intimidate the United States, and what can the United States do to prevent this possibility?

Nuclear weapons are commonly located in a context of CBRN - an acronym referring to Chemical, Biological, Radiological, and Nuclear weapons. The present paper focuses exclusively within the domain of nuclear weapons, specifically in the context of nuclear terrorism. This has been a topic of concern since at least 1974, when the RAND Corporation published a report on the matter.
 The primary concern of nuclear terrorism in the late 1970s to early 1980s was Ayatollah Khomeini's Islamic Republic of Iran. It's nuclear program was near completion, and Khomeini had expressed severe hostility to the West generally, and especially towards the United States. The immediacy of the potential threat was averted when Iraqi aircraft, during the Iran-Iraq War, bombed the Bushehr nuclear plant in 1981, halting Iran's nuclear program altogether.
 The following year, Hizbollah, the terrorist organization "party of God" was born, not in time to receive any potential nuclear weapons. 

The same cannot be said for Libya, which had run multiple state-sponsored acts of terrorism against the United States throughout the 1980s. Libya had an active nuclear program, an expressed desire to commit harm against the United States, and a successful capability, all with state sponsorship. 

By 1991, the Soviet Union had collapsed, leaving behind an unstable Russia and the fledgling new Russian Commonwealth of Independent States. At the time of the collapse, nuclear capabilities existed within Armenia, Kazakhstan, Russia, and Ukraine. Accompanying rapid economic collapse in the new-found sovereignty of the states of the Russian Commonwealth of Independent States was a degraded capability to safeguard the nuclear stockpiles in the said countries. Poverty became rampant, as well as the rise of organized crime and unemployment. 

The United States, through the Central Intelligence Agency, effectively disarmed Libya's nuclear program through constructive diplomacy and economic incentives.
 This in turn has made it more difficult for terrorists to secure nuclear weapons through Libya, an effective counterterrorism operation. Similarly, ongoing efforts in North Korea to disarm the nuclear arsenal are presently underway.

The terrorist group Aum Shinrikyo made several unsuccessful attempts to secure nuclear weapons from high-level Russian officials in the 1990s, before it resorted to three separate chemical and biological weapons attacks between 1993 and 1995.
 The current organization, renamed Aleph in 2000, has been found hacking into classified computers in Russia, Ukraine, China, South Korea, Taiwan, and Japan, allegedly to obtain data on nuclear power plants.
 Aleph could be in a position to cooperate with other terrorist organizations to further advance their goals, against the United States or other targets. The organization has stated on the record that the United States will initiate World War III, to be followed by Armageddon, and only members of the group will survive.
 

Al Qaeda has made similar efforts to obtain nuclear weapons, having been misled into purchasing non-weapons grade uranium on several occasions.
 The scientific difficulty of the job probably puts building nuclear weapons out of reach for a terrorist organization. 

The difficulty Al Qaeda has experienced in obtaining nuclear materials is not due to a lack of nuclear smugglers with access to the materials. In the early 1990s, Russian nuclear engineers, such as Yuri Smirnov, stole thousands of grams of highly enriched uranium, and actively sought buyers.
 

Similarly, law enforcement and intelligence services have found evidence, such as eight pounds of highly enriched uranium in Prague in 1994, and two pounds were retrieved from the Republic of Georgia, in 2000.
 Given the scientific hurdles to constructing a fully operational nuclear weapon, a so-called "dirty bomb" is probably the direction terrorist organizations seeking a nuclear capability would take. In November 1995, one such bomb was planted Russia's Izmaylovsky Park in Moscow. In 1999, nuclear thieves were killed why attempting to steal a container of nuclear materials in Grozny, Chechnya.
 In May 2002, the FBI at Chicago’s O’Hare airport arrested Jose Padilla, also known as Abdullah al-Mujahir. Padilla is suspected of having received training in Pakistan for dirty bomb construction, and is alleged to have intending to explode a crude radioactive dirty bomb in the United States. 

Pakistan is home to Dr. Abdul Qadeer Khan, who led the country's nuclear program for more than 20 years. During the 1990's he was suspected of selling Pakistani nuclear secrets to the highest bidder, including Libya, North Korea, and efforts to sell nuclear technology to Iran. By most accounts, Khan's actions were primarily financially motivated, rather than ideological. The same cannot be said for Sultan Bashir-ud-Din Mehmood, was the former director for nuclear power at Pakistan's Atomic Energy Commission. Mehmood published a book, "Doomsday and Life After Death: The Ultimate Faith of the Universe as Seen by the Holy Quaran" in 1987 described by many as an apocalyptic vision, of mass destruction and the aftermath. Just over a decade later, Mehmood composed an essay, "Cosmology and Human Destiny," "about the correlation of sunspot activity and the French Revolution, the Russian Revolution and World Wars I and II."
 Were AQ Khan, who was just released from house arrest, be kidnapped by a terrorist organization, given his past history selling nuclear secrets on the black market, it is very possible he would cooperate with his captors. Mehmood, it could be argued, shares elements of an apocalyptic future with terrorist groups, such as Aleph, or perhaps even al Qaeda. 

Protecting high-level nuclear scientists, such as AQ Khan or Sultan Bashir-ud-Din Mehmood should be a very high priority for nuclear counterterrorism efforts. Given that both Khan and Mehmood live in Pakistan, where greater support for the Taliban an al Qaeda can be found, and President Pervez Musharraf is playing a very fine political line, it can be said the danger is very high for a kidnapping operation of nuclear scientists at this time. US counterterrorism actions could include providing security for Khan and Mehmood (and any other high-value scientists, from Pakistan or from other nations). Intelligence services could add monitoring existing sources for threats of kidnapping against Khan et al, or perhaps trying to develop new sources.

Counterterrorism efforts also include degrading the financial and banking capabilities of the terrorist infrastructure, making connections between specific terrorist organizations and the charities used to fund them, and publicly identifying them where possible. If bank account information can be obtained, it must be used to maximum advantage, which might mean sharing the information with foreign intelligence services, the treasury department, the banks involved, etc. 

The facilities known to house fissile nuclear material need to be effectively locked down and secured. The Howard Baker and Lloyd Cutler task force recommended tripling the budget for such expenditures, which suggested $5 to $10 billion. To date, such funding levels have not been met, and remain at about $1 billion.
 These facilities are both domestic and abroad.

Iran is a potentially powerful ally or deadly foe. Iran's sense of history and its former greatness as the center of the Persian Empire is resident in the minds and dreams of its citizens. US counterterrorism efforts can use this fact to the mutual advantage of Iran and the United States, through diplomacy, or it shall remain a sore point for Iranians, who will feel put out by the United States. When Iran feels threatened in this manner, it moves towards hostility. Yet, Iran also has a history of alliance with the United States that can be renewed again. Graham Allison has commented, "Humility in foreign policy does not require passivity or even deference. Rather, it demands thinking strategically about what the United States needs from most other nations and groups to preserve our security, not reacting emotionally to real or perceived diplomatic insults."

In 1947 a reconstruction plan to help rebuild nations impacted by World War II, the Marshall Plan, was put in motion. Many of the recipient nations used the provided funding to rebuild their economies. Boaz Ganor, an Israeli counterterrorism official, has proposed a Marshall Plan to help provide education and social services to Muslim nations, as a tool for combating terrorism.

Douglas Johnston, the president and founder of the International Center for Religion and Diplomacy, advocates ecumenical dialogue between religions, at a very high level. Such dialogues have happened under his direction in Sudan, India, and Pakistan, and other parts of the world, emphasizing the profound similarities between many of the worlds' majority religions. Through high-level participation, Johnston reports considerable success, and says members of the State Department and Intelligence Community approve of his efforts.
 

The Non-Proliferation Treaty is becoming increasingly ignored by nations, as evidenced by India, Pakistan, North Korea, and Iran. More objective metrics to measure compliance or non-compliance need to be developed. Also, powerful non-weaponized nuclear technology that does not rely on potentially hazardous uranium exists, particularly the thorium isotope. Thorium could be promoted for nations desiring to become nuclear powers, thereby providing inexpensive power, and avoiding the inherited security risks of uranium-based nuclear energy. Additionally, with certain modifications, existing uranium-based nuclear power plants can be converted into thorium nuclear power plants. Stolen thorium has no identified properties that make it capable of becoming weaponized. Lastly, the United States has the fourth largest supply of thorium in the world.
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