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This essay concerns the expected training, tactics, and methods terrorists might employ in the twenty-first century. Rapid advances in communication and information technology, driven chiefly by the computer industry, provide new modes of expression, and threaten to empower terrorists with means of communication never dreamed of by their predecessors. As a result, the range of potential recruits to sundry organizations is unbounded by geography, less limited by financial constraints, and affords modern terrorists with the potential to kill with far greater precision than ever before. This paper shall argue that despite vast resources available in the US Intelligence Community, the terrorists, at present, enjoy the upper hand.

The price to consumer of advanced computer systems places within the financial reach of terrorist organizations anywhere in the world. Powerful Xeon and Opteron servers are easily acquired and set up without drawing much attention from authorities. The availability and affordability of high-speed broadband Internet access means terrorists are able to host their own web pages, on the public, private intranet, or through securely connected VPN networks. Terrorists can easily produce their own Knowledge Management systems (for instance Greenstone, Omnifind, or TSEP), to produce a virtual library of techniques, reconnaissance data, open source intelligence, etc. Furthermore, if terrorists elect to deploy collaborative infrastructure, such as a Wiki (the freely available and powerful software that runs the popular Wikipedia website) then cross-continent sharing of best-known methods becomes easier. Similarly blogs can be set up for a similar purpose, behind secure networks. Aggressive price drops and free (open source) software has been replaced the formerly high cost of computer equipment and the software it runs, making it extremely attractive to terrorists.

The identity of terrorists can be obscured by "bouncing" Internet communications from one Internet server to another, in a long chain, known as non-transparent proxy servers. This makes locating the people involved far more difficult, especially if the servers are positioned in multiple continents. Additionally, if the hardware is mobile, such as through laptops or a Blackberry, efficient intervention becomes nearly impossible. Tutorials on these networking methods are readily available on the Internet. Internet collaboration tools, freely available, can also include web forums, bulletin boards, and other social networking software. Email communications can be encrypted, though this makes it more likely to be targeted for special attention by the US Intelligence Community. One technique common to hackers, terrorists could easily put to use, is through free services such as Spam Mimic, which transforms a message into an innocent-looking "spam-like" e-mail message. Then the transformed "spam" message can be sent to the recipient, and anyone looking at it would assume the message is merely annoying spam e-mail. However, by translating the message with Spam Mimic, the original message can be restored, with little trouble or attention in the process, using proxy servers to mask the location of the actual e-mail sender and recipient, if so desired. Communication between terrorists needn't resort to high-tech to be effective. Al Qaeda, for instance, has frequently evaded communications intercepts from the Intelligence Community, by relying on couriers to deliver messages, in print or simply memorized. Terrorists are well positioned to communicate with each other beyond the easy reach of the Intelligence Community, through high-tech or low-tech modes of expression.  

In addition to a global outreach, the communications potential available to the terrorists has increased the number of potential recruits many times over. Indeed, people who might never have heard the messages of Osama bin Laden or Ayman Zawahiri can access them at any time and access the very latest from terrorist organizations. By working with potential recruits around the world, through chat rooms, bulletin boards, instant messenger or e-mail, terrorists can effectively indoctrinate their audience at a more personal level than ever before. Powerful open source Customer Relationship Management software, such as the popular program Sugar CRM, could be used by terrorists in their recruiting campaigns, keeping track of new contacts, their level of interest, activities, etc. Some have even suggested that Internet virtual world games, such as Second Life, are used by terrorist organizations to communicate with cell members and recruits, and even stage practice "dry runs" of terrorist attacks within the context of the virtual world game.
 Another possible source of some training is in "shootem-up" computer games. US Lieutenant Colonel David Grossman has pointed out that in many school shootings, the killers had never previously fired a gun, yet hit their targets with the accuracy of an expert marksman. Common between several case studies considered by Grossman, was an addiction to extremely violent video games, described as "murder simulators."
 The ability of terrorists to communicate their message with the public finds a willing partner in satellite television channels, such as Al Jazeera or Al-Manar. Al Jazeera broadcasts news common to most television news stations, but also transmits propaganda from terrorist organizations, such as Al Qaeda. Al-Sahab, the video arm of Al Qaeda has become indispensable to the ability of Al Qaeda to release its message to millions of Muslims worldwide. The Shiite terrorist organization Hizbollah has taken a different approach altogether, by launching Al-Manar, which runs Hizbollah-produced material 24 hours a day, 7 days per week. Satellite television, combined with the Internet provides twenty-first century terrorist organizations with a potentially global audience, out of reach until now. The ability to "reach out" at a personal level to potential recruits probably will result in more terrorists being trained than ever possible before.

Another trend we may expect to see used by twenty-first century terrorists is the use of publicly available data on the Internet, and related computer networks. Google Earth and Microsoft's Virtual Earth make use of commercial satellite imagery of sufficient detail to display maps, satellite photography, and even a "virtual city" view, that displays buildings in three dimensions. New features also include photography from a street level that can be "zoomed in" enough to be able to read street signs. Once the realm of government mainframes, GIS data and open source applications are now available for anyone with an average modern personal computer. Terrorists could use publicly available GIS data to identify target groups, for instance, a Jewish community, or a wealthy district. Combining the mapping capabilities of Google Earth and overlaying public data into open source GIS software, terrorists could then put GPS coordinates together to elevate their campaigns to ever-greater precision. Many public transportation services publish details of varying usefulness to terrorists on the Internet. Terrorists might benefit from learning about a prospective target's map of the building (location of entrances and exits, general layout, blueprints, if available), what type of security forces could be encountered, and security measures that may be in place. Where the public transportation service itself might not have published all this information, the Internet can be studied for articles that reference these details, press releases from architects that were awarded a contract, and even personal blogs from tourists may be of help. The uncensored nature of the World Wide Web and its availability virtually anywhere in the world may provide incommensurable value to terrorists in the twenty-first century.

Terrorists in the twenty-first century will also make effective use of technology as tactics, especially in the operational phase of their plans. Cellular telephones have enormous potential as terrorist tools, with everything from voice calls, to text messaging, and their use as camera phones. A new cell service, called Twitter, could be used by terrorists, who can transmit to groups of cell members, instructions in real time, or update cell members on their progress, warn of impediments, etc. Since cell phones are easily purchased anonymously, using pre-paid calling cards, to pay for airtime, they are an effective tool in the arsenal of a terrorist organization. If terrorists obtained or forged RFID cards, they can be used to gain access where it was previously denied. Similarly, if RFID data could be obtained on a specific target, for instance the President of the United States, then an-RFID activated bomb could be set to explode just at the point that the carrier of the RFID card came within proximity of the bomb. It is not very clear how realistic the production of an Electro Magnetic Pulse weapon is for terrorists to produce and put to use in an operation. Probably closer to being a threat is the use of TEMPEST intercepts by terrorists, especially in an operational or planning phase. The potential for technology in the operational phase of terrorist attacks, is vast, not likely to diminish, and can be expected to expand in years to come.

Terrorists can be expected to make greater use of technology in the twenty-first century. The availability of powerful computers, lowered costs of acquisition, and free open source software lowers barriers to access for terrorists. Well-organized terrorists can create or re-create a support infrastructure for communications with each other, within hours. Getting the message out to the public has never been easier, and from this, ever-expanding pools of potential recruits can be found, the world over. Terrorists will rely more and more on public sources of information about their targets, and be able to simulate attacks well in advance, thousands of miles from the actual target. The result will be greater efficiency in dry-runs, and more precision in filling out details about what is needed. Operationally, terrorists will be able to provide feedback to their operators in real time, and possibly target with precision, through RFID and GPS. Greater research into countermeasures and tracking of terrorists is imperative victory in the war on terrorism.
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